54

Vulnerability Management For Dummies

v Trending analysis for a given network.

v Vulnerability data with detailed specificity.

v~ Filtering and sorting options to provide other flexible
ways to view your network’s data.

The QualysGuard Dashboard provides an instant one-page
snapshot of your network’s overall security position, as
shown in Figure 4-3.

Figure 4-3: QualysGuard Dashboard.

The Dashboard is a portal to more detailed reports that
describe each aspect of vulnerability management processes.
QualysGuard provides a range of report templates that auto-
matically present VM data and information synthesis typically
required by an IT organization for vulnerability remediation.
You can easily customize the templates to display specialized
reports, formats (such as HTML, XML, PDF), and associated
distribution to appropriate staff members, executives, and
auditors.

For example, customizable templates automatically generate
reports such as:

v Unremediated vulnerabilities with the highest level of
severity.
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v Rogue devices discovered on the network.

v Technical compliance with a specific regulation, such as
PCI DSS, HIPAA, Gramm-Leach-Bliley, or Sarbanes-Oxley.

v Trouble-ticket status for a particular department or busi-
ness process, such as a financial reporting system or an
order processing system.

v Trend analysis for use in job performance appraisals of
network security staff.

Keeping the Costs Down

QOMBER QualysGuard is cost-effective thanks to automation, which

g saves both smaller businesses and large multinational organi-
zations a huge amount of time compared to the manual execu-
tion of continuous processes for VM. QualysGuard’s secure
architecture is updated daily with new vulnerability audits,
and quarterly with new product features. All updates are done
seamlessly to subscribers. The costs of ownership are
assumed by Qualys and distributed across a large subscriber
base. This enables users to benefit from an immediately
deployable VM capability at a far lower cost than using an
internal, software-based solution.

On demand audits versus costly
penetration testing

As described in Part IIl, penetration testing is the term for net-
work security auditing performed by outside consultants that
consists of simulating an attack by a malicious user. Essentially,
the ‘attacker’ tries to identify vulnerabilities and exploit them.
While penetration testing captures some vulnerability infor-
mation at a single point in time, its shelf life is fleeting and
results are valid only until the environment changes or until
new threats arise. In short, penetration tests aren’t always
comprehensive and are valid for just hours. With network
administrators reconfiguring networks and devices daily, and
vulnerabilities emerging at the rate of 25+ per week, network
security requires frequent, continual assessment.
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On-demand security audits are the ideal supplement to or
replacement for penetration tests. QualysGuard provides
subscribers with unlimited assessments — daily if required -
at a fraction of the cost of one penetration test. Differential
reporting and trend analysis is automatically included so you
can measure your security improvements over time.

Counting the QualysGuard
subscriber benefits

QualysGuard is designed to operate effectively on diverse net-
works of any size. It’s the first scalable, cost-effective web
service providing proactive on-demand security audits inside
and outside the firewall.

QualysGuard enables total control over the security audit and
vulnerability management process, including:

v Easy deployment with the QualysGuard SaaS architecture.

v The ability to easily manage vulnerability management
no matter how large your network is.

v A fully-automated solution that eliminates traditional
labor-intensive operations, saving time and simplifying
large-scale vulnerability management.

v The rapid identification and visualization of network
assets.

v Accurate vulnerability detection that eliminates the time-
consuming manual work of verifying results and consoli-
dating data.

v Accessible VM service to authorized users from any-
where on the globe.

Sampling Your Free Trial and
Four-Step Program for UM

Now that you’re familiar with the basics of vulnerability man-
agement, it’s time to do it for real. You can benefit from a free
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two-week trial of QualysGuard. All you need to use it is a web
browser. Go to www.qualys.com/freetrial and get started!

After registration, you receive an e-mail with a secure link to

your user name, password, and initial login URL. After check-
ing the terms and conditions, you see a welcome screen that
looks like Figure 4-4.
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Figure 4-4: The QualysGuard welcome screen.

The welcome window guides you through the essential VM
steps for auditing your external network (perimeter). You
need a brief set-up to use QualysGuard. First time through,
keep it simple and enter your network’s top-level domain ID.
Later, you may want to try domains, asset groups, and related
business units to experience the full power of QualysGuard.

Step 1: Map your network

After you've set up QualysGuard, go to the section called Map,
click on ‘Start a Map’ and do it! This automatically analyses
your network and generates data for all devices attached to
the IP or range of IPs that you stated in set-up.
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Step 2: Scan your network

After the map is created, you can scan all devices on your
entire network or a designated subset of those devices. To do
this, go to the section called Scan, click on ‘Start a Scan’ and
do it!

Step 3: Read scan reports

Reports are the key deliverable of QualysGuard — and are the
best and most comprehensive in the industry. To automati-
cally generate reports, go to the section called Report. First
tell QualysGuard what kind of reports you want for Scans and
Maps. Next, click on ‘Run Reports’. That’s it.

Step 4: Remediate visks

This is where your work begins because you need to imple-
ment fixes for the issues detected. Don’t worry, QualysGuard
can guide you through the remediation process. When it tells
you about vulnerabilities, QualysGuard also provides hotlinks
to remediation patches, fixes, and workarounds. It tells you
what to fix first based on business priorities and severity
levels. And, by rescanning, QualysGuard can verify that these
vulnerabilities have been properly corrected.

Use QualysGuard on a regular basis to help ensure maximum
safety and security of your network, applications, and data. As
you familiarize yourself with the easy-to-use interface of
QualysGuard, you may want to explore generating various
reports and trying more comprehensive QualysGuard
functionality.

Congratulations! You're now ready to reap the benefits of VM
for a secure, protected network. If you have other questions,
contact Qualys at www.qualys.com and we’ll be happy to
respond.



PartV

Ten Best Practices for
Doing Vulnerability
Management

In This Part

Checking everything to ensure you're protected
Producing technical, management, and compliance reports
Patching and tracking

ou can use this chapter as a ten-point checklist for doing

vulnerability management. These best practices reflect
the variety of security measures required to effectively iden-
tify and eliminate weaknesses on your network. The checklist
is an aggressive plan for removing vulnerabilities in key
resources before attackers can exploit your network.

Discover Network Assets

You can’t measure risk if you don’t know what you have on
your network. Discovering your assets helps you determine
the areas that are most susceptible to attacks. Network map-
ping automatically detects all networked devices. VM gives
you the capability to do a full network discovery of your net-
work assets on a global scale.
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Classify Assets

Most organizations have 5 to 20 categories of network assets
whose classification is determined by value to the overall
business. Tier the hierarchy of assets by value to the busi-
ness. For example, you can rank critical databases, financial
systems, and other important business assets in a higher cate-
gory than clerical desktops, non-production servers, and
remote laptops. Classify asset priority based on the value to
the business and don’t give critical assets a lower categoriza-
tion due to presumptions about their safety.

Check Inside and Outside
the DMZ

You want to be comprehensive about your network auditing.
So perform VM on your ‘demilitarized zone’ (DMZ, or the
external network boundary) and internal systems. That’s the
only way to achieve optimal security protection. Hackers’
exploits are crafty and can otherwise breach your network, so
make sure you’re guarding and checking everything.

Run Comprehensive Scans

Run comprehensive and accurate scans on your assets start-
ing with the most important ones. Doing so gives you full
visibility on the level of risk associated with your assets.
Intelligent scanning rapidly finds vulnerabilities on your
network — automatically or on demand. You can scan lower
categories of assets less frequently.

Generate Reports for the
Technical Staff

Vulnerability reports need to be comprehensive, with full
instructions on how to remediate vulnerabilities. Customizable
reports are really useful, enabling technical staff to view data
in the desired context while reducing information overload.
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Generate Management Reports

Use gathered metrics from scans to communicate the status
of network security to senior management so that they can
understand the trend of vulnerabilities and the efforts of the
security team to minimize risks to the enterprise. Use actual
performance measurements to educate your executive man-
agement team and show the value of VM in maintaining busi-
ness continuity, reducing risks, and maintaining a secure
infrastructure.

Prioritize Patching Efforts

Prioritize patch application starting with the most critical vul-
nerabilities on the most important assets, and proceed to the
less critical ones. Get in the habit of setting (and exceeding!)
performance goals to reduce the level of critical vulnerabili-
ties in the network.

Track Remediation Progress

Automatically generated trouble tickets enable you to track
each step of remediation and to measure progress over time.
If you have a larger organization, using a ticketing system
speeds remediation. It also saves you time, enables you to
compare the performance of distributed teams, and provides
recognition to leaders and followers. Peer pressure encour-
ages security teams to share experiences of actions leading to
a more rapid reduction in vulnerabilities.

Generate Policy Compliance
Reports

VM delivers trusted third-party auditing and reporting which
meets the compliance needs of HIPAA, GLBA, SB 1386,
Sarbanes-Oxley, Basel II, and PCI DSS. You can use reports
from VM solutions to document the state of security over time
on systems in scope for compliance.
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Repeat the UM Process
on a Regular Basis

Vulnerability management isn’t a one-time effort. Best prac-
tices of VM suggest regular, on-going scanning and remedia-
tion to proactively guard against internal and external threats
and ensure compliance. Scan critical systems at least weekly
and less critical assets bi-weekly. Microsoft’s Patch Tuesday
(the second Tuesday of each month) is a good reminder to
run system-wide VM audits to detect the latest vulnerabilities.
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